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1. ZE AHES &S == 8ict o[t Spam Control 7| =0| &4l Site of
0= ZE HYS olete Zdolz2tn st 2X| ofztl ol3 st 7lse
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tercury SMTP Sarver d

General | Relay/Connection control =pam contral

— REL Suppaort
¥ Enable support for REL queries

Huosthame: Iblackhules.mail-abuse.Drg

Failure action: & Reject ¢ Tag Hedirect:l

Rejection text; IBI::u:keu:I by MAPS RBL - zee http: /vy mail-a

— ORBS Suppaort
[T Enable suppaort for ORES queries

Hmstranme; |relays.u:urbs.nrg

Failure action: & Feject € Tag € Hedirect:l

Hejection text IBI::u:keu:I by ORBS - zee http: A Aaew, arbe. org

Stricthess: ) Marmal £ Draconian

Hostname : RBL CIO|E{HO|AE AlSE THQIS X
7

MAPS RSS MH|AE A5t
3 MEIAE MIshF= el =oels Ho{ECt.

Failure action : RBLEZ|AEO| U= R2EZFH O Lo| ot S W H{EHA st =Lfof
o st AdXolct. Reject = 2839 M2 HEZ MAHSt= A0|1 tag Lt Redirect = REZXR
Sl MojF= FAZ HYgds B HElcks Zdolch MY F 2= Nonlocal O|-EX|
Local Ol EX| At&elol 48 & Mol FAE Mo M &t tag = slHol "X-RBX-
BLOCKED"2l= MAIX|E F7tstct. O|&O0| Redirect 2b= CH2 ®Mold & =3} gle

oot

Rejection text : MAIX[Z} RBLAl M&37| of-2oll Rejected st¥ctn L2 F= to|ct,

Z|t 80 AI7HX| 7lssict.

Ct=2<2 ORBS Support off tHgt a&lo|c},

http://www.ntfaq.co.kr



Merqury/320i| Al ABMH ! 2HX|[Management]

tercury SMTP Server d

General | Relay/Connection control =pam contral

— REL Suppaort
™ Enable support for REL queries

Hmzthame; Iblackhules.mail-abuse.Drg

Failure actiot: & Heject € Tag € Hedirect:l

Hejection text IBI::u:keu:I by tAPS REL - zee http: /v mail-a

— ORBS Suppaort

¥ Enable support for ORES queries

Haosthame: |relays.u:urbs.nrg

Failure action: & Reject ¢ Tag  Rediect:

Rejection text: IBI::u:keu:I by ORBS - zee http: A Awe arbs. org

Shictness: & Marmal £ Draconian
- maaaaaaaaaaaaa
=0 | A T2

Site A&l RBL H|3t01 ORBS £ Open relay &HAlS At2sict = 2&E M ol Cf 504

24 AEXA7) olHHEIE 2holE0|1 &1 AlZICE Open realy = QIE{E! AollAf common

practice & ALEdioF SHX|2H A E2| M AT S| HELZ 25t ALZEL Ao XF2
el =7|gh Aefolct. o7|M S35 Yot Fojof & M2 ORBS 7t ZE AmHE2
HLXMEol Mol gicts AE 2olo|skx|& et=ck= Zolct ORBS & &H d&Ael

Z|&ol|ct & AMist HEE & Ao hitp://www.orbs.org 2 & &5t2}

MM 2 RBL support 2F FAFSICE Cl2 M2 cl33 2o}

Hostname : YEHMQl ZtO 2 realy.orbs.org & X =C}.
Tagging : &0l "X-RBX-BLOCKED"2t= HAIX|E F7t5t0 Eulict,

O|&™0| Redirect 2= CI2 Feold ¥ 51} gles ghHolct,

os

Strictness : 7|22 2 Normal 8 AFE$EtC Dreconian &= 2 ORBSHAM 2= A&

Mail O| 2t fail BHCF.

oMoz ABES
glelal ofef x| ¢

o
AtEeictH Hifjdez AHWg Rfot
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= W8S 21 "2 oA oLl st2ts Hok? stete Mok Etes Hopr'Ete WA

o /L

= Aolch FAAHQ HAl= sHA| RACH HES EU ALEADL HESHZ|E HEE #olco),

(2) Filtering 7|

ol L& & ASAZL MAle Mo chojet x| ofFof w2l cteket Method 7t
XM Ect ctzel Mg XMl UM e S AXM Hdol al=7] mfzof o

Mefoll thet @S =E ZEM et J2{L MY E JicEX oo ZHEsiot, ZXE

OFAZIA] RE FHE ALEdl EXl= RAct ZE d<k =doll e of|AlE HAlsH
FAoH st viYOIX|E ol mdE @l Fg oiet XAiRTL Y222 Bo| ALZStE
WHS S E HYSIUA}; gof

|

=
Configuration —>

P

iltering rules —> Edit global rules & 2™ C}21} 22 3lHES & F

Edit filtering rule set : x|
— Add rule of twpe —— — FRulez in thiz zet
Rule type Contents Action
Expression...
Alwans triggers. .

beszage zize...

Attributes..
Scan list...
Comment... |
Label | =
Al | Move Up | Move down Edi... | Qeletel Clear |
k. | Help | Cancel |

Edit filtering rule set & WH S0{2= WY} EZE L7t 2E W ol CisHA]
Zego] M2EcCh 2% HFs E2M M ruleofl st B{E0| Uct JHE 2ol AL235H=

40| Headers...2l= BHHEO|C}t o E SIL} E0f MAYESHEI |2 SFR}.
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[(HAaM = &2 E&2 st w2t X2l d|9= E97F Boh

2RH Hds 5| grotol it MY S wez{H 2/F oA POP3 &
0|85t Bhg £ JcHe|F MY FAE yesbari@ok.no.ac.kr O|CH. SEX[2H O 2 A B{of|
o2 SHEE T AIRAOE HYS B RoME HUS FHE "X} Sop, ofw
Al S ALEStH E71?]
Merqury/32 ol M= O|2{st 7|58 X|@st2 Act HEZ Action O|2t= F&0|ct. HZE3|
CtFSH Action O EXBHCE A& SACZ Mysin] sfZSH7|2 SHAL
MX Headers...O0l2t= HES Z&etct. ch22 &2 I8 0| L2 Zolct

I~ iFrom [ Ta [ Cc
[T Subject [ Reply-to [ Sender
— Cantaing this text
I [T Exact match

— Then da this:

Achion; IEu:up_l,l message to another uger

Parameter:

[
Set... |

Help |

Cancel |

If any of these headers 2= &2 M| s|HHE A0 Contains this text 2t=
S22 AMSI0d match == F&0| A2H™ Then do this 3t2l= WZolCt o7t oAIE
MM EH Z FE Mol 2EZ From £&2 A 3| F1 Contais this
text £&0| 2t Ho{=ct. Action S E™ Copy message to another
user 7t Eolct, 2% X HES =2 2H Cist Action o] EXf &S =& F UCh
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Fule ttiggered by standard headers x|

— If anp of theze headers

™ From [ To [ Cc
[T Subject [T Replyto [T Sender

— Containg this text
I [~ Exact match

— Then do this:

At II:Dpy meszage to another user

[

Parameter:

hove message to another user
Delete meszage =
Forward message
] Extract meszage to file _J
Append mezsage tofile
Frint mezsage

Send a text file ta anginatar
Send a hinary file to originatar

Add onginator to mailing list
Eemnve nrininatar from mailing sk _I.v

HA Ziebs| ATHE oot ZAE cf MEX[= 2vgCH F2 BO| ARESHE Action 2

P CHE 2Z ASXIA SAHA EHlict a2
a2 A Ftu|2ek Hlict
D CHE 2Z ARBXIA ols AlZIct {22 a2
ols AlZlct,
CHLS AAsH e 2ich
» M€ Forwarding AlZICt £23%t & #22 Au{o| HolU20d

S A2 Forward Al ZICE.

D MU0l 2H St

LIHX|= Action & LIEHZE 2ol & mjtstd ZHX} ALSsHEEE $hoh a2{™ wMA[SH
Z2HE sliZsteiH /Z2 MY Ao Jgo{oF SI2Z Action Foward message &

MEASID setHHES =8 S MY FAE = FC} yesbari@ok.no.ac.kr & H=C.
a b

http://www.ntfaq.co.kr



Merqury/320i| Al ABMH ! 2HX|[Management]

Rule triggered by standard headers

ez headers

[ To [ Cc
[T Replyto [T Sender
ontaing this text N
[ Exact match

Iakehari@yes.nn.kr )

T HETehastiaigm—
.-'lu:titﬂ |F|:|rwaru:| meszage

Parameter:

ok |

Help | Cancel |

http:/fdrcam. knue . ac . ky

Think Free. drcom

Forwsard ﬂ'll-' e

Iyesbari@nk.nu.ac.kr

(] | Ear‘u::ell

SRS L2717 SR~~~ O|EH M-l =2H 0 Mu{o| dE20| U222 LIFof
AZAOM HESHA ot & =& U2 FAX|A T POP3 E X|HstEE HYS ghot
= Tt Ut

ZX7| oA o] 2ol &t 23{™ Foward message st Copy message to another
user st1e| xto|M2? A2 Ztcts| Msi & 4= UC Forward message = & I 2
M2 Forwarding 2 sl F= Z0|X Copy message to another user = 2Z FXol|H HYS

Hul= Zo|ct Forward message 0lA] set & ZZ AR MY FAZ2 Xz Ao 2
olojo|ct. FAlS| Eotol & Action O] UCt HFE Delete message O[Tt 0] £&Z0i|A
Hols| e S 5to] AMMAS MXStH AWM YS Xtk & = JUS Holct

Headers...tHE of2fol| U= HE2 =X 2 SESt= A2 ot Headers 2t
A5t &2 Shot QAo tiEE PR Al AtE2 AgstA| 2LZCh LHEHHE A 51
ALl E7|E HESCt
2. Client Side Spam X[,

Client Side Spam %A= HYMHOIA HEZ 5tX| et & Client ol A & 0of 3l
F= BEolch & ALZAte] FHof S HEE S st FE20Ich AR oY &2[X=
Aol CHsh 1 At M2 AX| Tt H ol et XM= ofECt & ALEAIE dst=
HYlx] OHX| b2 MUK FE0| ofy@ct= Zolct Yutd o=z e AH m o
isiM= el Xte| Helo| X[t T &tsh= M Y| stutstte] MEHO{ 2= Jielo] MEIZ
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=
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s
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MHE FE E:
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3. Spam Relay ZX].
ZX7E 2700l A Bhsl Hiep Zo] AH Zalo| WX FH Fs5ICt 5 2

Lte] M Afeizt Zajo| Mz ~o|x| o
M7t oz 23 Zieksich

F=olch Lt ofA mEo §sFEFE =2 Ho| gt
25t A

Zalofof etct. o|=ZFollA 53| o|= OFgt Site 2¥5k= ol

LM S of7| AlZich W Y MH{E X2 Afg of7 3 ok W 2=ste
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o|¥ = &olct, vtz Zajo| gX|7} Merqury ol U7| mh=2o|ct. ©f o|At M 2z o|

A
T

Configuration ol Merqury SMTP Server & MEHGIC} Cl2 aZln) 2

g

ol=od
- = AA

=3

Mercury SMTP Server

General |He|ay£CDnnectinn contral | Spam control |

— General

Announce myzelf as; I

TCPAP timeout; ISEI— zeconds
ESMTP masimum zize: IU— bytes
Lizten on TCPAP port: |25— Alternate port; IEI—
IF Interfface to use: I [zee help]
Sender kill fle: | _Edit |

[ Dizplay session progress and debugging information
[T Accept 8BITMIME data connections
[ Accept mail for invalid local addreszes

— Logging
General lngoing: IEiI\MEHEUHY'\LDQS\M [Filename]

Seszgion logging: I [Diirectany]

[" Enable session logging

O

= —

i

| 2

ms

Relay/Connection control & +2£cC}. ch52f 28 #o| L2C}.
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tercury SMTP Server 2] x|

General Relay/Connection contral |S|:|arr| contral |

— Connection contral

IP Address | Alow | Refuse |

4000 O -
62.0.0.0 —
£3.000
£4.0.0.0
65.0.0.0
BE.0.0.0
67.0.0.0
12000
209.0.0.0

[

Change selection | Bemove selectinnl

— Relaying control
¥ Do not permit SMTE relaying of non-local mai
[ Use strict local relaying restrictions [zee help]
[T authenticated SMTP connections may relay mai
™| Only suthenticated SMTE connections may relay mai

LILTILL e | = oI |

=2

1
r

1
b

21 As Aol e Els 2 S22 FAS0|ch £35] o|=0 A= IPI 64.x.x.x &
AlZtstE ATHSHT 65.x.x.x 2 Al&sStE A2ilHES2 & HotFZ Hiztct o] AmHER
FAZ IPE 62.x.x.X, 63.X.X.X, 64.X.X.X, 65.X.X.X, 66.x.x.x S22 HHO HAS Hlct,
AofH =2l | otyt AX|lSt C:WMERCURYWLOGS off 25 XA SH

]
N
X
n
iy
2
r|r

ot Zoll U= Do not permit SMTP relaying of non—local mail 2t Use strict local relaying
resriction & AYsSHACt. Do not permit SMTP relaying of non—local mail 2 Help Tt 2
s MYs =Zct

Merqury/32 = Z& Mol CH3t0{ Accepted $tct. H| S ZZM 0| ot H2tE Zo|ct.
=2 Local H&o| otH{EX| Ztoll Merqury/32 = Z&E Mol CHaHA

k2 2ot =0t a2 LA f(2f 8o HetUE "allow'e| 2IAEE F 11501

FIF HX] REX

atekof| "allow" =0 gl= FA0|HM "571 - Sorry, we do not relay non—local mail"o|2t=
HMXIE E2dstn HUS Mue{olM AMESict w2l ABEH LS Control 2 sHM™ Do

not permit SMTP relaying of non—local mai/oll MAE st L7} Et0X} st Aol Eho

IPE FIlst BHEA| "allow"2 F7} A7 =olof stct, OEX| o™ AmHE2| & xhu}
s AmlHE0| &4 M= HYeMBHIF 2 ZolCt. Do not permit SMTP relaying of non—

Jocal mail’E& Normal Mode 2} S E£cC},

Ch2 Use strict local relaying resriction 2 Normal Mode 2] 2E £ X dHX|ot i
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Hiff= ool "From"e| FAE F=ZSH{ Listoll L2t = "allow"E H|wsto] M
ST R E A et

Add restriction 2 F2Ct. siiY IPE Y=Ct o & &0 62.0.0.00[2t »™ 62 2
AlESHE IP = o ARs] HEICH 5 62.0.0.0 £ 62.255.255.255 7}X| Sto} HEICh=
wolct ckE O8e 62.0.0.0 2 F7MA7|= a&o|ct.

Edit connection restriction

IP Address:  [62.0.00 Ll

i~ Allow connections from this addres: group Help

ikl |

% Hefuse connections from this address groug Cancel

OlgAez Tt Aclass IP & &5 FIH AlZICH BEEA] FIL A2 IP = Cf3a €t

4.0.0.0
24.0.0.0
62.0.0.0
63.0.0.0
64.0.0.0
65.0.0.0
66.0.0.0
67.0.0.0
68.0.0.0
69.0.0.0
209.0.0.0
216.0.0.0

HIZ 61.0.0.0 2 HA[ 22 A. elH2lol & IPolct 22t SEE IP

A
H2{H http://domain.nic.or.kr/ 2 FEsHA &els| HI|Hl2tC),

[

Ol&t22 Merquryofl et MM E ofzict Hott P& BP0 7tH SEksHA &5t

St=71?

E 20011127 000917 0 Connection from 65.44.224.46 refused because of restriction.
E 20011127 001733 0 Connection from 65.44.224.46 refused because of restriction.
E 20011127 002232 0 Connection from 65.44.224.24 refused because of restriction.

http://www.ntfaq.co.kr
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E 20011127 004303 0 Connection from 65.44.224.44 refused because of restriction.
E 20011127 004557 0 Connection from 65.44.224.44 refused because of restriction.
E 20011127 004902 0 Connection from 65.44.224.44 refused because of restriction.
E 20011127 010941 0 Connection from 65.44.224.49 refused because of restriction.
E 20011127 012230 0 Connection from 65.44.224.42 refused because of restriction.
E 20011127 012928 0 Connection from 65.44.224.42 refused because of restriction.
E 20011127 013421 0 Connection from 65.44.224.42 refused because of restriction.
E 20011127 013712 0 Connection from 65.44.224.42 refused because of restriction.
E 20011127 014027 0 Connection from 65.44.224.42 refused because of restriction.
E 20011127 021951 0 Connection from 65.44.224.80 refused because of restriction.
E 20011127 022107 0 Connection from 65.44.224.80 refused because of restriction.
E 20011127 022618 0 Connection from 65.44.224.80 refused because of restriction.
E 20011127 023248 0 Connection from 65.44.224.57 refused because of restriction.
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